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Lesson Objective

3.3: Remove malicious software. This objective may include but is not limited to: understanding
Windows Defender, Action Center, the Malicious Software Removal tool, Windows Registry,
and Microsoft Forefront Endpoint Protection.

Resources, software, and additional files needed for this lesson:

= A workstation with Windows 7 Professional or Enterprise edition installed
= Malicious Software Removal Tool from Microsoft

http://www.microsoft.com/security/pc-security/malware-removal.aspx
®  The removal tool has both x86 and x64 versions.

= Alternative option:

® A virtual machine with Windows 7 Professional or Enterprise edition installed

Directions to the student:

Complete the following hands-on activities. The screenshots in the activity may look different
from your system. Answer the questions as you work through the activities. Verify your answers
with the instructor.

Malicious Software Removal Tool
1. Authenticate into your system using the credentials provided by your instructor.

2. Obtain the Malicious Software Removal Tool from your instructor, or browse to and
download the appropriate tool here:

a. x86(32-Bit) version:
i. http://’www.microsoft.com/downloads/en/details.aspx?
Familyld=AD724AEQ0-E72D-4F54-94AB3-75BSEB148356&displaylang=en
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b. x64 (64-Bit) version:
i. http://’www.microsoft.com/downloads/en/details.aspx?
Familyld=585D2BDE-367F-495E-94E7-6349F4EFFC74&displaylang=en

3. Save the file to your hard drive.
4. Run the file after it has finished downloading.

5. Note the statement on the first screen that this is not a replacement for an antivirus
product. Click Next.

6. Select Quick Scan.
7. What does the Quick Scan do?
a. It scans areas of the system most likely to contain malicious software.

8. Click Next.

9. When the scan completes, you should see the message shown here.

g;{?mMlcrycﬁt\tﬂ‘:\hnds Malicious Software Removal Tool - March 201 2

Scan results

@ Mo malicious software was detected.

This tool s not a replacement for an anti-virus product. To help protect
your computer, you should use an anti-virus product, For more
information, see Protect Your PC.

10. Click View Detailed Results Of The Scan.

11. You should see a list of malware; scan results are shown here.

Maliciows Saftware Remeval Tool (==

Ths ok "
on spedfic makious software, dick i entry.

fomare. For nfarmation

Mabsare




10753 WINDOWS OPERATING SYSTEM FUNDAMENTALS

Windows Defender

1.
2.

3.

4.

Authenticate into your system using the credentials provided by your instructor.

Click Start and select Control Panel. Type Windows Defender in the Search field and
press ENTER.

Status.
Lastscam; Mot available

Sean schedule Duasty arcun il 24060 AM (Quack scan)
Real-time peotection: an

15993220 crested on 2/28/2011 st 549 PM

Windows Defender may need to check for new updates. Click Check For Updates Now
to get the latest definitions.

After the updates are completed, you receive a warning, as shown here, that your system
hasn’t been scanned in several days and it is recommended that you schedule a daily
scan. Click Scan.

Status Yeur program is up-te- date.
Start time: T3 aMm
Time lapsedt 000147

Status
Last scarc Hot available
Scan schedule: Dy arcund 2:00 AM {Quick scan)
Rest-time pretectice: on
Antngyware defiofions Vereon 11013520 ereated on 3/28/2011 o1 512 PM

Take note of the resources that Windows Defender scans. The software not only scans the
important files but also thoroughly scans the registry files, which are files used to
personalize each user’s experience and maintains configurations of installed software and
profiles.

After the scan completes, click the Tools icon on the upper menu.

To schedule this program to scan on a regular basis, click the Options link in the Settings
area.
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8. Select the Automatically Scan My Computer (Recommended) check box.

9. Change the approximate time to 12:00 P.M., as shown here.

_r Options

Hfugomatic scanning
Oclm acsior: ] Anrmatie lly seam ey cermpules {iecernmented)
Beal tenr preeretion frequency:

chuded files and felders [

Eschuded file types e
Advaneed
Aderiinteston

Apptaumate time
Typ
(st

¥ Check for updated definitions before scanning

¥ Rurs m scan anly when system i idle

10. Click the Default Actions option in the left pane.
11. What are the three options for severe alert items?

a. Recommended Action Based on Definitions
b. Remove
C. Quarantine

12. Click the Advanced option in the left pane.
13. What are the five options available on the Advanced menu?

Scan Archive Files
Scan Email

Scan Removable Drives
Use Heuristics

Create Restore Point

e R TS

14. Select the Scan Removable Drives check box.
15. Click Save.

16. Verify your answers with the instructor.



